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http://www.ziesmer.org/

Today’s Roadmap
= Just Cut to The Chase
= A Choice of Words is a Choice of Worlds

" RMF. Because It’s Better Than Nothing.

= 5 More Good Ideas That We’'ll Call ‘Rules’
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Are We All on the Same Page?

A method of triggering a risk event that

Th :
reat induces cost (or danger)
Vulnerabilit A weakness in a target that could
Y potentially be exploited by a threat
: A means for a threat to usefully take
Exploit N
advantage of a vulnerability
...of an existing threat
Likelihood ...of a threat’s intent to pursue target
...of discovery/capability to use an exploit
Risk The possibility of an exploitation that

would cause a loss of value




Just Cut to the Chase
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You can’t provide security.

You can’t provide information assurance.

It doesn’t work that way.

(even as we wish it would)
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This is security implemented...
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This is security defeated.
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This is security implemented...

Username or Email l johnsmith Fegister

Pazsword | mypasswaord Lozt Pazsword?

SELECT * FROM "users’
WHERE “uszername” = 'Johnsmith!
AHD "password” = 'mypassword!’

=
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This is security defeated.

IJzername or Email l orR1=1 1

Password | * an

Fedgizter

Lost Pazsword?

SELECT * FROM ~“users”
WHERE ‘userhsmme”
AMD T password” = '
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From: netian ‘mé_%_@m_em@mg@d@ggmmom 7:55 PM
T (peteitheimissingplingAgiazon)

Cc

Subject: Suspension

amazoncom

=

Dear Client, | “l— Generic non-persenalized,greeting

We hawve sentyou this e-mail, because we have strong reason to belive, your account has been used by sameone
elge In order to prevent any fraudulent activity from occurring we are reguired to open an investination into this matter.
We've locked your Amazan account, and you have 36 hours o verify it, or we have the right to terminate it

tth = ifvniany, arm azon. cormfexec/obidosfsign-in.hirm

! l Hoveringover the link reveals it points te.a nen-Amazen
Sincerely, site - "http:/iredirect-kereskedj.com®

The Amazan Associates Team

1896-2013, Amazon.com, Inc. or its afiiliates
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They assure us the information is secure...
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They assure us that it isn’t.
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Getting Over Your Insecurity

“Security isthe degree of resistanceto,
or protection from, harm.”

" The are really three fundamental problems to the
concept of providing security:

1. Itis extremely difficult to provide the proper resistance or
protection against harms you will not know, understand, or
be aware of.

2. Without knowing the extent of the potential harm possible,
the degree (or amount) of resistance and protection is
difficult to determine.

3. Money does not grow on trees.

Understanding the ‘R’ in RMF ¢ © All Rights Reserved. August 20, 2015 14




Hold on a Second...

Don’t lots of people (including you) have jobs
providing “security”?

It’s nice to believe that, and it is
(unfortunately) an easy term to use...

but actually, no.

What we do is manage risk.

Security is only one mechanism for managing risk. In this brave new
world, ‘providing security’ doesn’t present the reality of the situation.
It’s time to change that perspective.
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Scope of Control

" Unless you strictly
have a technical Risk Management
role, your work

aImOSt assured|y msurance
involves more than mm

just security... [

Cybersecurity
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Curse You, Terminological Accuracy!

= Security: The body of technologies, processes, and practices designed to
protect networks, computers, programs from attack, damage, or
unauthorized access
0 Cybersecurity focuses on defending the electronic infrastructure of information systems

= Information Assurance: Measures that protect and defend information and
information systems by ensuring their availability, integrity,authentication,
confidentiality, and non-repudiation (CNSSI 4009:2015-04-06)

= Risk Management: coordinated activities to direct and control an organization
with regard to risk through...
= The use of management policies, procedures, and practices
= The execution of communication, consultation, contextualization, identification, analysis,

assessment, treatment, monitoring, and review of risk

For the coordinated and economical application of resources to minimize,
monitor, and control the probability and/or impact of unfortunate events,
or to maximize the realization of opportunities  (iso/iec 31000:2009, loosely aggregated)

The objective of risk management is to assure uncertainty does not
interfere with the achievement of business goals

Understanding the ‘R’ in RMF ¢ © All Rights Reserved. August 20, 2015 17



The Risk Hierarchy

= A risk manager is accountable for managing their respective risk to
ensure that the accepted risks are consistent with the organization’s

mission/business objectives and
overall risk strategy established
by the senior leadership through
the risk executive (function)

= Every organization has many

types of risk it must address
simultaneously:

* Strategic

* Compliance

* QOperational

* Financial

* Environmental

- Traceability and Transparency of

- Organization-Wide

STRATEGIC RISK

- Inter-Tier and Intra-Tier
Communications

- Feedback Loop for

ORGANIZATION

Risk Awareness

TIER 2
MISSION / BUSINESS PROCESSES
/ TIER3 \

TACTICAL RISK

Continuous Improvement

INFORMATION SYSTEMS
Figure 4: Risk Management Hierarchy — NIST 800-30 Rev. 1

Consider your security risks?
Which types do you have?

* Reputational -

Understanding the ‘R’ in RMF ¢ © All Rights Reserved.
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RMF. Because It’s Better Than Nothing.

A CRYPTO NERD's

IMASINATION &

HIS LAPTOP'S ENCRYPTED.
LETS BUILD A mMILLION-DOLLAR,
CLOSTER To CRACK 1T,

NO GooD! IT'S
uose -21T RGAL
BLAGT, OUR )

TR

15 FOILED!

1

WHAT WOULD

ACTUALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TEUS U5 THE PASSWORD.

\ GoT T,

OO)
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OM... I DONT REMEMBER
AN 800-55 CONTROL

FAMILY FOR THIS
ONE..

3
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Not Again.

FISMA — along with the Paperwor
1995 and the Information Techno
Reform Act of 1996 (Clinger-Co

K Reduction Act of
ogy Management

nen Act) — were

established with an explicit effort to create a
risk-based policy for cost-effective security.

That’s the second time that you’ve implied that
money is what really drives security.

Yes. Money drives risk management and security.

Understanding the ‘R’ in RMF ¢ © All Rights Reserved.
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Money Makes the World Go Round...

" Pragmatism is critical to successfully managing
risk
* No one has an unlimited amount of resources to dedicate to

ensuring every control is in place, every vulnerability is
mitigated, and risk is reduced to zero.

Cost Cost
of a of an
Control Optimal Incident
Cost

<€

Acceptable Risk
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The Risk Management Framework (RMF)

" FISMA prompted NIST to develop the RMF
guidelines, which bring together the FISMA-
related security expectations and standards to
promote the development of comprehensive

and balanced information security programs...

HOW STANDARDS PROUFERATE:
(465 AJC CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

47! RiDICULoUsS!
WE NEED To DEVELOP

https://xkcd.com/927/

SITUATION: || JE UNVERSAL SDRRD || 5 UATTON:
THERE ARE USE CASES. e THERE ARE
4 COMPETING \ O - |5 COMPETING

STANDERDS.

)A\ %” STANDPRDS.
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RMF Focus

" The selection and specification of security
controls for an information system is...

* Accomplished as part of an organization-wide
information security program that involves the
management of organizational risk.

* Intended to consider effectiveness, efficiency, and
constraints due to applicable laws, directives,
Executive Orders, policies, standards, or regulations

O This is a notable reason why the RMF is equally useful for
government and non-government entities alike

Understanding the ‘R’ in RMF ¢ © All Rights Reserved. August 20, 2015 23




RMF Characteristics

" The RMF has the following characteristics:

* Promotes the concept of near real-time risk management
and ongoing information system authorization through
the implementation of robust continuous monitoring
processes

* Encourages the use of automation to provide senior
leaders the necessary information to make cost-effective,
risk-based decisions with regard to the organizational
information systems supporting their core missions and
business functions

* Integrates information security into the enterprise
architecture and system development life cycle

Understanding the ‘R’ in RMF ¢ © All Rights Reserved. August 20, 2015 24



Tailor-Made Controls, per 800-53

“The tailoring process, as an integral part of security
control selection and specification, is part of a
comprehensive organizational risk management process...”

“Organizations use risk management guidance to facilitate
risk-based decision making regarding the applicability of
security controls in the security control baselines.
Ultimately, organizations use the tailoring process to
achieve cost-effective, risk-based security that supports
organizational mission/business needs.”

“Tailoring decisions regarding security controls should
be defensible based on mission/business needs and
accompanied by explicit risk-based determinations.”
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Rule #1:
Always Justify Your Risk Management Strategy

= Risk cannot be managed if there are not the resources to do
SO
* However, the executive function must balance the use of resources:

0O Growth vs. Risk
O Risk A vs. Risk B

* An unwise use of resources isn’t just bad security, it’s bad business
0 Mitigating risk by sacrifice business opportunities ensures failure, regardless

Be prepared to make your business case (elevator pitch),

and have the facts to support it

I'M THE RAG MAN BUDGET CONSTRAINTS ARE | £| 1 caN EXCELLENT!
FROM HITTING US PRETTY HARD. | £ | SpPARE WE MIGHT BE
CYBERSECURITY. I'M FORCED TO BEG FOR s | sSOME ABLE TO MAKE

RESOURCES...

ure Syn

PENCTL A FIREWALL
SHAVINGS. OUT OF THAT.

www.dilbert.com

3as[9% © 1998 United Fest

S Adams
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Rule #2:
Risk Management Requires Accountability

= Only by establishing a culture of accountability can a company
truly meet its risk management and compliance
commitments, and deliver value for its customers and
shareholders
* Don’t just write policy and procedure — enforce it
* Make sure that actions have consequences, and spell them out in advance

It must by clearly understood — and consistently enforced —

that risk identification and management is everyone's responsibility

S0.. IT'S MY FAULT I
AFTER THE NETUORK DIDN'T REALIZE SOONER

BREACH, THE ONLY
RIGHT THING TO DO IS Ej%bﬁJEBékg&gw\{ﬂg GlﬁL

TO BE ACCOUNTADBLE.

\

_1\_ Vi
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Rule #3:
No Cure Shall Be Worse Than The Disease

= Simply put, risk mitigations are not useful or meaningful if their
imposition presents a significant risk to the organization to
reasonably function

e Controls that negative impact the ability to perform meaningful (profitable) work
will be sidestepped, bypassed, or — worst of all — removed.

* Security controls will seldom be convenient, but proper inclusion early in any
operational or technical design provides the best opportunity to minimize impacts,
and can establish cultural expectations earlier

I The ‘cost’ of a control must never exceed its value I

Understanding the ‘R’ in RMF ¢ © All Rights Reserved.
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Discussion: RMF Security Control AC-5

What do you
think is the most
important control
function for
password
management?

Understanding the ‘R’ in RMF ¢ © All Rights Reserved.

UNCOMMON
(NOU-GIBBERSH) | g
BASE WORD

Tr@ubddor 83

CAPS? NUMERAL

PONCTUATION

COMMON
SURSTITUTIONS

(w1 CAM ADD A FEW MORE BTs To
HeaourT Fom, THE FRCT THAT THiS

~28 BITS OF ENTROPY

2"= 3 Davs AT
1060 GLESjES/s.E(
( PLAVSIBLE ATTACK 0N A WEAK REMOTE

WER SERVICE. YES, CRACKING A STolEN
HESH 12 FASTER, BUT M MOT wiaT ThE
RVERAGE USER SHOULD wegey ABUT. )

DIFRCOLTY T0 GUESS:

EASY

WAS 1T TROMBONE? NGO,
TROUBADOR. AND ONE OF
THE Os WAS A ZERQ?

\
AND THERE WAS
SOME SYMBOL...

DIFFICULTY TO REMEMBER:
HARD

correct horse battery stople

FOUR RANDOM
COMMON WORDS

~ U4 BITS OF ENTROPY

2™=550 YEARS AT
1000 GUESSES/sEC

DIFFcOLTY T0 GLESS:
HARD

DIFFICULTY To REMEMBER:

YOUVE ALREADY
MEMORIZED T

https://xkcd.com/936/

THROUGH 20 YEARS OfF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS Tb GUESS.
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Rule #4:

Guidelines are Called ‘Guidelines’ For a Reason

= Security controls that address matters governed by applicable laws,

Executive Orders, directives, policies, standards, or regulations (e.g.,
privacy impact assessments) are required only if the employment of
those controls is consistent with the types of information and
information systems covered by the applicable laws, Executive
Orders, directives, policies, standards, or regulations.

* Tailoring

* Defined Control Parameters

* Compensating Controls

* Risk Acceptance ((’\ZQ q_f\

W )

i | | A5
= While agencies are required to follow NIST - £_C__;) ~
guidance in accordance with OMB policy,

ARMORED ROBBERY, HUH?

there is flexibility in how agencies apply YEAH, T HERE FOR BEING
. OUT OF COMPLIANCE WIT
the guidance A FEDERAL 'GUIDELINE.

Security standards and guidance should not drive
the mission; rather, they should support the mission
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Rule #5:
When All Else Fails, Remember Who’s In Charge

= Risk is good — it is a critical part of business

* Unless a business is willing to take risks, it will not be able to realize
the benefits associated with risk

* The ‘right’ balance between risk and safety can and will change

O Itis achieved when the risk culture and risk appetite of an organization
are aligned

* The Authorizing Official or Board of Directors is the only
person(s) who can accept risk on behalf of the
organization

* Senior management must support the risk management process
* The process must align with the business goals and objectives

Generally, the risk practitioner’s role is to provide the best advice and

wisest solutions for managing the risks your organization faces
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Conclusion

" Risk is not bad, but it must be appropriately managed for a
given business strategy

= Cybersecurity is but one activity that must be logically
integrated into an organization’s overall risk portfolio

* Challenge ‘conventional wisdom’ — most of today’s
conventions still often fail to consider risk, and are not
necessarily wisely derived

= The RMF provides guidelines that establish a methodology
for managing risk, not a path

= Compliance is only a tool, not an end state

= Resources will always be constrained — make decisions that
use them wisely to support organizational objectives
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Questions?

Daniel Ziesmer

* daniel@ziesmer.org

* https://www.ziesmer.org

* https://www.linkedin.com/in/danielziesmer

SOCIETY
FOR ASKING

STUPID
QUESTIONS

- --H'.
T e ...'_..'

Excuse me, is this the
'Society for Asking Stupid Questions'?



mailto:Daniel@ziesmer.org
https://www.linkedin.com/in/danielziesmer
https://www.linkedin.com/in/danielziesmer

A Few Suggestions for Further Study
= Get a copy of ISO/IEC 31000:2009

* “Risk Management, Principles and Guidelines”

= Read NIST 800-39

* “Managing Information Security Risk”

" Consider studying for a risk-based industry
certification
* CRISC (from ISACA)
* RMP (from pmi)
* CRMA (from 11A)
* GCCC (from SANS/GIAC)
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Extra: The Myths and Realities of FISMA

= Some Final Thoughts from Ron Ross (circa 2007)

* Your adversaries don’t care about FISMA compliance — they just want to
compromise your information systems.

* FISMA is not just a paperwork exercise; it is the application of real security controls
to federal information systems that are supporting critical federal missions.

* The most dangerous person to an enterprise is an uninformed authorizing official.

* FISMA security standards and guidance should not drive the mission; rather the
standards and guidance should support the mission.

* FISMA is about the application of common sense security—it is not dogma to be
followed blindly.

* The only mandatory requirement under the FISMA security standards and
guidance is the application of the NIST Risk Management Framework—everything
else is negotiable.

* Policies and procedures are not just FISMA paperwork—they are a corporate
statement of commitment to protecting critical enterprise information and
information systems and the necessary details describing how to do it.

* Never underestimate the capabilities of your adversaries.

* Never overestimate the ability of your organization and your personnel to protect
critical enterprise missions.

* Information technology—if you can’t protect it, don’t deploy it.
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